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Program adoption 

Pacific University developed this identity Theft Prevention Program (“Program”) pursuant to the Federal 
Trade Commission’s Red Flags Rule, which implements Section 114 of the Fair and Accurate Credit 
Transactions Act (FACT ACT) of 2003.  This program was received and reviewed by the Executive 
Committee of the Board of Trustees on April 13th, 2009.  The program was then sent to the Finance 
Committee to review on May 22, 2009.  The Finance Committee forwarded the policy to the Audit 
Committee for approval.  After consideration of the size of the University’s operations and accounting 
systems, and the nature and scope of the University’s activities, the Audit Committee determined that 
this Program was appropriate for Pacific University, and therefore approved this Program on June 10, 
2009. 

Background 

Red Flags are defined as a pattern, practice or specific activity that indicates the possible existence of 
identity theft. The Rule supplements existing legislation aimed at preventing identify theft through 
tightened data security (e.g., Gramm-Leach-Bliley) by addressing situations where individuals are trying 
to use another person’s identity in order to fraudulently obtain resources or services.  Institutions are to 
identify Red Flags to alert to and intervene against the possibility of such attempts. 

The law requires that a Red Flag policy be approved by either the organization’s governing board or a 
committee of the board.  Oversight of the program is to be assigned to a senior management level staff 
member, with program reviews conducted annually.  Red Flag rules go into effect November, 2009. 

There are three different but related rules of the code of which two apply to Pacific University. 

Section 681.1 Duties of users of consumer reports regarding address discrepancies.  The University 
must have reasonable policies and procedures in place to make an assessment whether the consumer 
report relates to the consumer about whom it has requested the report.  This could occur when there is 
a discrepancy notice from a consumer reporting agency that informs Pacific University of a substantial 
difference between the address for the consumer that the user provided to request the consumer 
report and the address in the agency’s file for the consumer.  This applies in several areas that the 
University relies on reporting agencies such as, but not limited to, credit or background checks for loan 
issuance, collection purposes, or new hires and applicants, etc. 
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Section 681.2 Duties regarding the detection, prevention, and mitigation of identity theft.  This 
specifically relates to implementing identity theft prevention programs for ‘covered accounts’. This 
applies to Pacific University in areas that issue any type of credit such as Perkins Loans, Health 
Professional Loans, Short Term Emergency Loans, Student Tuition/Fee/Room & Board Deferred Payment 
Plans, etc. 

Section 681.3 Duties of card issuers regarding changes of address.  This provision does not apply, as 
Pacific University does not issue debit and/or credit cards.  Even though the Boxer ID card has debit 
capabilities, that functionality is only activated by U S Bank as initiated directly by the student, faculty or 
staff member.  Cards lost or stolen must be reported to U S Bank. 

Purpose 

The purpose of this policy is to establish an Identity Theft Prevention Program designed to detect, 
prevent and mitigate identity theft in connection with the opening of a covered account or an existing 
covered account and to provide for continued administration of the Program.  Further, the efforts and 
resources committed must be appropriate to the size and complexity of the organization and the nature 
and scope of its activities.  The Program shall include reasonable policies and procedures to: 

1. Identify relevant red flags to ensure the detection of possible risk of identity theft to customers 
and incorporate those red flags into the Program; 

2. Detect red flags that have been incorporated into the Program; 
3. Respond appropriately to any red flags that are detected to prevent and mitigate identity theft; 

and 
4. Ensure the Program is updated periodically to reflect changes in risks to customers and to the 

safety and soundness of the creditor from identity theft 

Administration of the Program is with the Vice President of Finance and Administration in development, 
implementation and oversight.  This includes ongoing staff training and oversight of service provider 
arrangements to ensure compliance. 

Scope 

This policy and protection program applies to students, employees, board members, contractors, 
consultants, temporary workers, and other workers at the University, service providers, including all 
personnel affiliated with third parties. 

Definitions 

“Identity Theft” is a “fraud committed or attempted using the identifying information of another person 
without authority.” 

A “Red Flag” is a “pattern, practice, or specific activity that indicates the possible existence of Identity 
Theft.” 
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A “Covered Account” includes all student and customer accounts or loans that are administered by the 
University. 

i. An account that the University offers or maintains, primarily for personal, family or 
household purposes that involve or are designed to permit multiple payments or 
transactions.   

ii. Any other account that the University offers or maintains for which there is a reasonably 
foreseeable risk to customers or to the safety and soundness of the University from identity 
theft, including financial, operational, compliance, reputation, or litigation risks. 

“Program Administrator” is the individual designated with primary responsibility for oversight of the 
program. 

“Identifying information” is “any name or number that may be used, alone or in conjunction with any 
other information, to identify a specific person.” 

Examples of Covered Accounts and Identifying Information 

Covered Accounts 

Pacific University has identified several types of covered accounts, of which several are administered by 
service providers. 

College covered accounts: 

1. Tuition payment plans 
2. Refund of credit balances to students 
3. Deferment of tuition payments 
4. Emergency Loans to students 
5. Clinic payment plans 
6. Refund of clinic credit balances   

Service provider covered account: 

1. Perkins campus based program administered by Campus Partners  
2. Health Professional campus based program administered by Campus Partners 
3. TouchNet administers on-line payments for student accounts 
4. Accounts in collection administered by several different agencies 

Identifying Information 

Personally identifiable information includes but is not limited to the following sensitive information 
whether stored in electronic or printed format: 

i. Consumer information 
a. First, middle, or last name 
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b. Address 
c. Telephone or wireless numbers 
d. Social security number 
e. Date of birth 
f. Government-issued identification number 
g. Maiden name 
h. Student ID number 
i. Alien registration number 
j. Government passport number 
k. Other ID number assigned by Pacific University 
l. Third party ID number 

ii. Credit card information 
a. Credit card number (in whole or in part) 
b. Credit card expiration date 
c. Cardholder name 
d. Cardholder address 

iii. Medical information 
a. Insurance information and claims 
b. Treatment or diagnoses 
c. Any personal medical information 

iv. Payroll information 
a. Paychecks 
b. Pay stubs 
c. Benefit information and account numbers 

 

Identification of Relevant Red Flags 

The FTC, in Supplement A to Appendix J, has identified twenty six Red Flags that the University may 
consider incorporating into its Program in connection with covered accounts, see below: 

Alerts, Notifications or Warnings from a Consumer Reporting Agency 

1. A fraud or active duty alert is included with a consumer report. 
2. A consumer reporting agency provides a notice of credit freeze in response to a request for a 

consumer report. 
3. A consumer reporting agency provides a notice of address discrepancy. 
4. A consumer report indicates a pattern of activity that is inconsistent with the history and usual 

pattern of activity of an applicant or customer. 

Suspicious documents 

5. Documents provided for identification appear to have been altered or forged. 
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6. The photograph or physical description on the identification is not consistent with the 
appearance of the applicant or customer presenting the identification. 

7. Other information on the identification is not consistent with information provided by the 
person opening a new covered account or customer presenting the identification. 

8. Other information on the identification is not consistent with readily accessible information that 
is on file with the University. 

9. An application appears to have been altered or forged, or gives the appearance of having been 
destroyed and reassembled. 

Suspicious Personal Identifying Information 

10. Personal identifying information provided is inconsistent when compared against external 
information sources used by the University. 

11. Personal identifying information provided by the customer is not consistent with other personal 
identifying information provided by the customer. 

12. Personal identifying information provided is associated with known fraudulent activity as 
indicated by internal or third-party sources used by the University. 

13. Personal identifying information provided is of a type commonly associated with fraudulent 
activity as indicated by internal or third-party sources used by the University. 

14. The social security number provided is the same as that submitted by other persons opening an 
account or other customers. 

15. The address or telephone number provided is the same as or similar to the account number or 
telephone number submitted by an unusually large number of other persons opening accounts 
or other customers. 

16. The person opening the covered account or the customer fails to provide all required personal 
identifying information on an application or in response to notification that the application is 
incomplete. 

17. Personal identifying information provided is not consistent with personal identifying information 
that is on file with the University. 

18. If the University uses a challenge question, the customer cannot provide authenticating 
information beyond that which generally would be available from a wallet or consumer report. 

Unusual Use of, or Suspicious Activity Related to, the Covered Account 

19. Shortly following the notice of a change of address for a covered account, the University 
receives a request for a new, additional, or replacement card or a cell phone, or the addition of 
authorized users on the account. 

20. A new revolving credit account is used in a manner commonly associated with known fraud 
patterns. 

21. A covered account is used in a manner that is not consistent with established patterns of activity 
on the account. 

22. A covered account that has been inactive for a reasonably lengthy period of time is used. 
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23. Mail sent to the customer is returned repeatedly as undeliverable although transactions 
continue to be conducted in connection with the account. 

24. The University is notified that the customer is not receiving paper account statements. 
25. The University is notified of unauthorized charges or transactions in connection with a 

customer’s account. 

Notice from Customers, Victims of Identity Theft, Law Enforcement Authorities, or Other Persons 
Regarding Possible Identity Theft in connection with Covered Accounts. 

26. The University is notified by a customer, a victim of identity theft, a law enforcement authority, 
or any other person that it has opened a fraudulent account for a person engaged in identity 
theft. 

Detecting Red Flags 

Procedures for detecting Red Flags are critical to ensure confidence with our students, customers, staff 
and faculty.  University policies developed for safeguarding information and those regulations required 
by law must be strictly adhered to, such as:  the Health Insurance Portability and Accountability Act of 
1996 (HIPAA), and the Family Educational Rights and Privacy Act (FERPA), and the Gramm-Leach-Bliley 
Act (GLBA).  To help prevent Identity Theft, the University will implement specific methods of protocols 
appropriate to meet the requirements of the Program.  The methods may apply to new accounts, 
existing accounts or both.  Below are some examples of procedures in obtaining identifiable information 
and monitoring current customer accounts: 

a. Before updating or making any changes to a customer , employee or students file(electronic or 
paper), verifiable identification must be obtained for authenticity, such as:  name, address, date 
of birth, residential or business address, social security number, driver’s license, insurance 
information, salary confirmation, or other identification. 

b. Ensure that picture ID matches the appearance of the individual presenting the identification. 
c. Scrutinize documents provided to verify that they do not appear altered or forged. 
d. Verify information provided with data that is on file (electronic or paper) at the University. 
e. If mail addressed to the customer is returned twice as undeliverable even though transactions 

continue to take place on the account, contact by phone or email the customer. 
f. Notify management if an account has three address changes within a 90 day period. 
g. Verify changes in banking information given for billing and payment purposes. 
h. Notify management if a student or customer is not receiving mail sent by the University and the 

student has not initiated a change in address. 
i. Contact upper management if the University is notified by a customer, a victim of identity theft, 

a law enforcement authority, or any other person that it has opened, discovered, or 
manipulated a fraudulent account for a person engaged in identity theft. 
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Responding to Red Flags and Mitigating Identity Theft 

The Program shall provide for appropriate responses to detected red flags to prevent and mitigate 
identity theft.  The response shall be commensurate with the degree of risk posed.  Once potentially 
fraudulent activity is detected, an employee must quickly gather all related documentation and notify 
upper management.  The information must be promptly evaluated to determine if the event/transaction 
was fraudulent or authentic. 

One or more of the following steps, depending on the degree of risk posed by the red flag, should be 
taken: 

1. Continue to monitor a covered account for evidence of identity theft; 
2. Contact the student, applicant, customer, or employee; 
3. Change any passwords, security codes, or other security devices that permit access to covered 

accounts; 
4. Not open a new covered account; 
5. Provide the student with a new student identification number, the employee or customer with a 

new account number; 
6. Notify the Program Administrator for determination of the appropriate step(s) to take; 
7. Notify law enforcement; 
8. File or assist in filing a Suspicious Activities Report (“SAR”); or 
9. Determine that no response is warranted under the particular circumstances. 

 

Service Provider Agreements 

For service provider arrangements in connection with one or more covered accounts, the University will 
request a copy of the service provider’s identity theft policy and require that the provider have 
appropriate procedures in place.  The University will also require that service provider’s review the 
University’s Program and report any red flags to the appropriate employee with primary oversight of the 
service provider relationship. 

Updating the Program 

The Program shall be updated periodically to reflect changes in risks to covered accounts and the 
soundness of the University from identity theft based on factors such as: 

1. The experiences of the University with identity theft; 
2. Changes in methods or identity theft; 
3. Changes in methods to detect, prevent, and mitigate identity theft; 
4. Changes in the types of accounts that the University offers or maintains; and 
5. Changes in the business arrangements of the University, including mergers, acquisitions, 

alliances, joint ventures, and service provider arrangements. 
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Oversight of the Program 

1. Oversight of the Program will be with the Vice President of Finance and Administration and shall 
include: 

a. Assignment of specific responsibility for implementation of the Program; 
b. Review of reports prepared by staff regarding compliance; and 
c. Approval of material changes to the Program as necessary to address changing risks of 

identity theft. 
2. Reports shall be prepared as follows: 

a. Staff responsible for development, implementation and administration of the Program 
shall report to the Audit Committee of the Board of Trustees at least annually on 
compliance by the organization with the Program. 

b. The report shall address material matters related to the Program and evaluate issues 
such as: 

i. The effectiveness of the policies and procedures in addressing the risk of 
identity theft in connection with the opening of covered accounts and with 
respect to existing covered accounts. 

ii. Service provider agreements; 
iii. Significant incidents involving identity theft and management’s response; and 
iv. Summarize material changes to the Program. 

 

Last updated:  June 10, 2009 

 


